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Abstract: Amplification-based distributed denial of service (ADDoS) attacks have posed a persistent and severe
threat to the Internet. Recent incidents revealed that these attacks not only generated substantial traffic but also ex-
ploited a diverse range of protocol types, with amplification vulnerabilities being identified as a primary cause. Tra-
ditionally, known amplification vulnerabilities were discovered either through empirical knowledge or by analyzing
traffic from amplification attack incidents, highlighting a lack of proactive methods for identifying such vulnerabili-
ties. Existing approaches, such as AmpFuzz, were limited to focusing solely on amplification patterns for individual
requests and were restricted to the UDP protocol, which constrained their applicability. To address these limitations,

a state-guided method for mining amplification vulnerabilities, referred to as AFLAMP, was proposed. This method
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leveraged protocol state to guide fuzz testing and employed session-based bandwidth amplification coefficients for

seed selection, thereby enhancing the effectiveness of vulnerability discovery. Experimental results demonstrate that

AFLAMP successfully identifies amplification vulnerabilities, uncovering 11 vulnerabilities in five services known

to be susceptible (OpenTFTP, OpenSLP, NTP, Memcached, and Dnsmasq), including six previously unknown vul-

nerabilities. Compared to AmpFuzz, AFLAMP achieves 37.5% increase in the detection rate of vulnerabilities. Addi-

tionally, AFLAMP identifies 12 amplification vulnerabilities in a TCP-based service program (LightFTP).

Keywords: DDoS attack, traffic amplification, fuzz testing, protocol state, vulnerability discovery
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Figure 1 Traditional DDoS attack scenario
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Figure 2 Reflection amplification attack scenario
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SO IRTZ 38 715 R . AR SGAE R DL
NI i)

RQ1: AFLAMP fg 75 & LA S0 80K s i)/
i ONETh ¥

RQ2: S53AWBOKIRIATZHE 7775 AmpFuzz
FHLE, ASCHTHR T AFLAMP 2R dn e ?

N7 A& RQ1 AMRQ2, A CHE—4 H s
WRSFEF b GXH H AR ORGSR adh 1
FE ORI IR TR I IR 5 72 /7D 1847 AFLAMP Fl
AmpFuzz, VAPEAS 3 IO IR IR 298 Be

RQ3: HUCIRA 51T e 15 5 Bh &K I 22 7%
KRR ?

RNk, ACH#E T AFLAMP {E 8 FH AfLA 5
FPIRZS 51 505 B B8 R B IR IO R TR £
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Hi - AFLAMP 72 £ TOIR 25 51 3 A9 B8 2%
PR e A 5 S50 H AR W BUIR S5 5 I 2 AR 5 2% 1
ARE B URSS LT o T UDP SLHL )P0
JIR 55 15 5 38 BN R RS 1, (H A B At
TFTP 2 —/M&T UDP. AIRE I SCHAE R bl
B I A AR A BRI BT B A R B, AR
SCAF AT PAAE S BT AR ) UDP b S B A] S8 A% F .
Memcached #& —> = 14 B 1) 40 A0 2 A7E X R 42 47
ARG, ERBOE BT, 7520 BCE O R
Bl , XPAT AT BLA 2 — MR .

AN 3L 3 3% Y ProFuzzBench!"! }2 AmpFuzz
H £ 8 o A2 A N B AR o ProFuzz-
Bench % 45 4 A & 1 R T A A AR i 2 P AL
(TCP M1 UDP) {1 2 i B ] )2 1 WK 55 2 7
AmpFuzz 50305 52 o8 7 B RN AAE O IR I R 5
W XA EEAT R A . B bR IR 55 R
F i BARAE BANZR 2 From o O 1 /0 AR i
g SRy RO, AEAS H by E RN 5 IR
I A% I Tepdump T B A AR R I 12X 7% 60 By
A EHE . A SLIAE 1 G E Y Intel Core
i7-12700H 2.30 GHz 4t 3 %5 1 64 GB A 47 ) IRk 5%
ar AT

x2 BIRMIARSIEF RhRA

Table 2 Target protocol serve application and version

Hirthit =)z

MRy paem  PRORE L RRREAT
LightFTP TCP FTP 21 5980eal
OpenTFTP UDP TFTP 69 00921e7
OpenSLP UDP SLP 427 4bb7543
NTP uDP NTP 123 4.2.8p17
Memcached UDP Memcache 11211 1.6.9
Dnsmasq UDP DNS 53 2.73rc6

VTR RAE F Wi A5 B git commit id 7R .

3.2 WKIRIEZ e T

N T VA AFLAMP #2308 5O IRIF I RE /T, 43
& AFLAMP UL J2 AmpFuzz X &4~ H F5 31
AR S5 FE RO R 24 h, BEEIEITSIK. BRI
&, AFLAMP £ 5/ CRIAAAE ORI IR B B0 150

% £ ¥ (OpenTFTP. OpenSLP. NTP. Mem-
cached. Dnsmasq) &I 1 11 NBORIEH, H
HHALHE 6 N AR URIRTR, AH%ET AmpFuzz &
L) 8 AN K IR R, ISR A 262 & T 37.5%.
It4h, AFLAMP i 75 5 T TCP 1 B SR 55 72 7
(LightFTP) H ORI T 12 /MR -

321 EBRER

ERMI MR IZ TS R G, T30 B ek )
SR ORI I = AR R R R, DAER B0 A [ 1 7
KU T i R, A SO 3 2 AN [] (1 0K Js V) ik
RIS FRROCIRER, Il 5128 K R an sk 3
Ji7R o

TER 3, bug id KR 1E TP &I
iR 9% 5, amps R~ BN M &= E R, max
(BAF) K 7~ fie K 56 UK 5240, max(BAFmsg)
TN BN T 205 A 5k 28 5
I, TEbest HAIH T FrA (51K BOMIM 45 3
R, mean Ron 45 RV -FIE, ArE it
TIREFEAIRT N S 278 . AmpFuzz A BEK
PG R SR BOREIR, H BAF 5 BAFmsg
s FAH [, B A 1 E S 4 AmpFuzz 1)
BAFmsg{H .

AL 32 BRI S P 2R B 1 SRR S
1 45 1 28 AL SR X 4 AN [R]  J78CR RIR o 8
LightFTP A1 [1)#1 A2 s il 32 22 AR 40 i B 4k 5C
FI BT X 0 . XF T LightFTP#1 IR, 4
ERPEATHR QI RSS2 H A IR H A
Lt AT T, BRI “Goodbye” Wi, X
LightFTP#2 I, 4G R P& 74558 “Sy”
I, AR S5 im o AR 9 R G R A ) iy 2 AT
#r, B[RS “UNIX Type: L8” M

S FEE, AT R AFLAMP 5
AmpFuzz [ HBCRIRIRIZRRE T, AL GRIT T H#HE
BT B AN TSR 55 R 5 BT 42 9 20 R 80OR U T 25
(bugs) UK & MEE (amps) Flig KT 5 i
KA B (maxBAF), 45RNE 4R,

M4 LA, AFLAMP £ 6 Fl H b5 )
WSS AL R BT 23 MRCKIRIR, iR R
¥2 98 6 J1 % AR & T AmpFuzz, X+ [F— H 5
AFLAMP #6830 5 22 HJBUR S 808 RIEKR

[ &
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Table 3 Vulnerability list and causes
HFFH bug AmpFuzz AFLAMP
amps max (BAF) amps max (BAF) max (BAFmsg) VRGBS
s Ry i best mean best mean best mean best mean best mean
#1 — — — 40 29.60 15.66 1237 15.66 1237 221 Goodbye!
#2 — — — 34 20.60 13.00 11.96 13.00 11.96 215 UNIX Type: L8
#3 — — — 44 3240 1733 1733 1733 17.33 200 Command okay
#4 — — — 12 820 8.62 7.77 8.62 7.77 530 Invalid user name or password
#5 — — — 6 380 7.3 611 7.3  6.11 500 AUTH unsuccessful
LightFTP #6 — — — 37 2840 5033 4278 5033 42.78 211-Extensions supported
#l — — — — 44 3040 85.00 7225 85.00 72.25 214-The following commands are recognized
# — — — — 2 200 163 9.59 7.68 5.37 226 Transfer complete
i = | = — — 3 3.00 373 1995 11 6.94 150 File status okay
#10 — — — — 4 400 1466 933 742 5.03 250 Requested file action okay
#HIL | — — — — 3 3.00 48 480 576 576 550 Permission denied
#12 —  — — — 4 400 6.88 6.88 576 5.76 350 REST supported
#1 5 500 21.40 21.40 12 12.00 51.60 51.60 51.60 51.60 Read file
OpenTFTP  #2 7 7.00 3.00 3.00 45 4500 6.00 6.00 6.00 6.00 No such file
#3 -  — — — 22 2200 9.00 9.00 440 440 invalid message
OpenSLP #l  — — — — 10 10.00 1830 1830 1.70 1.70 get service
NTP #1 5 350 3.66 243 62 5820 3.66 3.66 3.66 3.66 request nonce
#2 16 15.00 33.66 33.66 148 98.00 33.66 33.66 33.66 33.66 read variables
#1 20 15.00 2.00 2.00 95 4500 3.00 278 3.00 2.78 Error message
Memeached #2 6 450 34.80 22.60 8 450 5120 32.61 5120 32.61 get settings
#3 8 410 67.52 45.60 56 30.88 128.6 72.88 128.6 72.88 get stats
#4 — — — 5 500 300 280 150 143 get keys
Dnsmasq #1 32 3200 1.70 1.70 56 4040 1.70 1.70 1.70 1.70 Standard query

T 7 RIOR AR R IR SR o

#*4 AmpFuzz 5 AFLAMP #E#iMIiR 45 5R
Table 4 Fuzz testing results of AmpFuzz and AFLAMP

. AmpFuzz AFLAMP
HE&Z?% é bugs amps maxBAF bugs amps maxBAF
best best best best
LightFTP — — — 12 187 85.00
OpenTFTP 2 12 21.40 3 67 51.60
OpenSLP — — — 1 10 18.30
NTP 2 24 33.66 2 180 33.66
Memcached 3 24 67.52 4 137 128.6
Dnsmasq 1 32 1.70 1 56 1.70

RO AR BB T -

322 RIFEIEGI ST
SLP (service location protocol) & — Ffi X 4%

M55 R, SCVRTH SN A B % 7 JR 3

Ho R B BT 7 10 248 IR 45« A I R % 1 CVE-
2023-29552 i, FaVFARE B Bk (1) Bt 2 )
SLP th W R &5 FE P iE T B SS, WijE Mt
7] SLP Ik 55 2% i SREUER A R 45 100t SR, gl 2
fioh % 3 B IROR B i o

TER 3 RIS EE Ferf, AFLAMP g R I
AR A O R OpenSLP#1,  1ff AmpFuzz TGiE K
BUZIRIR o 31X 3 B2 RUAHZ IR B R BT B e idt A T
M55 B, AIAE AR SS BRI N 3G 0, 1 )5 )
RS54 ERERAR S H13R, BRI RS 48 2R BT A
CHFMIIRSA SR, B TIRG M, RREREUR
ZHRIER, WIEE RIS, OpenSLP#1
MRS TR WK 8 iR . X8 AFLAMP 75 &
B TR A ORI 7 T R A R
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Protocol Length Info

SRVLOC 618 Bervice Registration] V2 XID - 57766
SRVLOC 60 Service Acknowledge, V2 XID - 57706
SRVLOC 71[Service Type Request] V2 XID - 33103
SRVLOC 573 Service Type Reply, V2 XID - 33163
SRVLOC 71 V2 XID - 11880
SRVLOC 573 Service Type Reply, V2 XID - 11880

© @@ 00 90 G0 GO 00 0@ G0 00 0@ 20 0V 88 8@ 45 08
00 39 32 fe 40 @0 40 11 09 b4 7f 00 00 01 7f 0@

bits) on interface
00:00:00_00:00:00
00 01 a6 e5 @1 ab 00 25 fe 38 @2 @9 00 @@ 1d 00

30 00 00 @0 @@ 81 4f 00 @2 65 6e 00 00 ff ff 00 07
9940 64 65 66 61 75 6C 74

E8  OpenSLP#1 it & il K m i &
Figure 8 OpenSLP#I traffic amplification schematic
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DA FH 2 W R 25 12 1 K 2 4% 5.9 1) ADDoS 2
i, HAEROK R E0EE 50 000, X2 H T
FHR UK R B K. Memcached iR il
TV B Ji BT = T M Bk 14 SR R 55 4 LI A7
BHnE, RS ESALRAEHE O 247 5
WAL, NI FEURCK . BS54 H, AFLAMP
KILT MK IR (Memcached#6) 5 1fif Amp-
Fuzz R KM, XFEHLR T AFLAMP R H 2%
TR T T RIBIIMNR i, AT LA — D424
FAREFAHIHOR IR -

Britbz 4b, AFLAMPIEREL T SASAREIRIHR
Y, Ho Memcached#4 gl ) B R BOR R BT
PLIAF 128.6, T AmpFuzz fi &KL Memcached#4
I TR B R TBOR R BN 67.520 @i % L (1)
BOKFIE, WE9FR, 1 LLVE 2] AmpFuzz 1IHUK
E% | —BR 8T IIESA, 1Ml AFLAMP n] LU#E
K 1Al S B KA S S, 38 MR 23 B 4
Z R, TR B IIBOR A &

K9 AFLAMP 5 AmpFuzz 5% T Memcached#4 UK 7] & % Lb
Figure 9 Comparison of amplification vectors for Memcached#4
between AFLAMP and AmpFuzz

B 7 _F ik T UDP ) B R 55 R Ab
AFLAMP i J& | *f 5 F TCP ¥ R 55 72 7

)37 #F. £ LightFTP#, AFLAMP &K¥l T 124
HR IR, e b iR TR LightFTP#8~#12 75 %2 2 i3k
TR, ARt — PRk, HRERKTRE
WK 10 Fis.

Length Info
99 Response: 220 LightFTP server v2.8a ready

74 Request:
10@ Response: 331 User a OK. Password required
74 Request:
96 Response: 230 User logged in, proceed.
[83]Request:[ A\eooads >@AP ds\eeza |
Response: 226 Transfer complete. Closing data !
99 Response: 220 LightFTP server v2.0a ready
74 Request: USER a
18@ Response: 331 User a OK. Password required
74 Request: PASS a
96 Response: 230 User logged in, proceed.
109 Request: 1\000\000\0ee\1776\ee3
120 Response: 150 File status okay; about to open |
124 Response: 451 Requested action aborted. Local |

10 LightFTP il &8RS 72
Figure 10 LightFTP traffic amplification process
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Table 5 Results of AFLAMP ablation experiment

ERFRyISN AFLAMP  AFLAMP w/o SA  Jgif#
BRI ocRREE BOCRRE R E
LightFTP 12 7 71.43%
OpenTFTP 3 2 50.00%
OpenSLP 1 0 100%
NTP 2 2 0
Memcached 4 3 33.33%

Dnsmasq 1 1 0
s 23 15 53.33%

1 : “AFLAMP w/o SA”F£ /R K Ja FARE T SR 7%,

MRS R s s Rk, RAPIRE S
(K35 AT ORI BE 22 (R BOR IR, B4R (1 s TR s
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